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DETERMINE A PLURALITY OF LEVELS OF 
PRIVACY 



102 



DETERMINE WHICH OF THE PLURALITY OF 
LEVELS OF PRIVACY APPLIES TO AN 
INTERACTION CONDUCTED BY A USER 

104 



PROVIDE A NOTIFICATION OF THE 
APPLICABLE LEVEL OF PRIVACY TO THE 
USER 

106 



FIG.1 
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FIG. 2 
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FIG. 3 
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DETERMINE AN INTERACTION 
ASSOCIATED WITH A USER 



142 



DETERMINE A PRIVACY LEVEL THAT 
APPLIES TO THE INTERACTION 



144 



PROVIDE A NOTIFICATION OF THE 
PRIVACY LEVEL 



146 



FIG. 4 
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DETERMINE A PRIVACY LEVEL 



182 



x 



MAKE A DETERMINATION AS TO WHETHER 
A PARTY INVOLVED IN AN INTERACTION 
WITH A USER COMPLIES WITH THE 
PRIVACY LEVEL 

184 



PROVIDE A NOTIFICATION REGARDING 
THE DETERMINATION 



FIG. 5 
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I 


^300 


USER 
IDENTIFER 

302 


USER NAME 

304 


ASSOCIATED 
USER DEVICE 

306 


ASSOCIATED 
INTERACTION 
IDENTIFIERS 

308 


U-1 23456 


BOB JOHNSON 


UD-9047 


I-347656 


U-587766 


SUE JONES 


UD-7139 


1-374016 
1-951012 


U-867454 


JOHN SMITH 


UD-4568 


1-451401 



FIG. 8 
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400 



USER DEVICE 
IDENTIFER 


USER DEVICE 
DESCRIPTION 


ASSOCIATED USER 
IDENTIFIER 


402 


404 


406 


UD-4568 


MODEL 42 
PERSONAL 
DIGITAL 
ASSISTANT 


U-867454 


UD-7139 


X09W33 

PERSONAL 

COMPUTER 


U-587766 


UD-9047 


PHONECO 
CELLULAR PHONE 


U-123456 



FIG. 9 
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500 



SERVICE PROVIDER 
IDENTIFIER 

502 


SERVICE PROVIDER 
NAME/DESCRIPTION 

504 


PRIVACY LEVELS 
PROVIDED 

506 


SP-45013 


WWW.BUYSTUFF.COM 


P1, P2, P3, P4, P5 


SP-61230 


WWW.LOTSOFINFO.ORG 


P1, P3 


SP-84178 


WWW.B0BSAUT0.COM 


P1.P3, P4, P5 



FIG. 10 
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600 



INTERACTION 
IDENTIFER 

602 


ASSOCIATED 
USER IDENTIFER 

604 


ASSOCIATED 
PRIVACY 
LEVEL 

606 


ASSOCIATED 
SERVICE 
PROVIDER 
IDENTIFIER 
608 


TIME/DATE 

610 


I-347656 


U-1 23456 


P2 


SP-45013 


MARCH 4, 2001 
11:52 AM EST 


1-374016 


U-587766 


P1 


SP-61230 


APRIL 1, 2001 
7:15 PM EST 


1-451401 


U-867454 


P3 


SP-84178 


MAY 18, 2001 
2:30 PM-3:15 PM EST 


1-951012 


U-587766 


P5 


SP-84178 


JULY 6, 2001 
9:05-9:10 AM EST 



FIG. 11 



